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Abstract

With a rising demand for ubiquitous smart systems, processing and inter-
preting large quantities of data generated on the edge at a high velocity
is becoming an increasingly important challenge. Machine learning (ML)
models such as Deep Neural Networks (DNNs) are an essential tool of
today’s artificial intelligence due to their ability to make accurate predic-
tions given complex tasks and environments. However, Deep Learning is
computationally complex and energy intensive. This seems to contradict
the characteristics of many edge devices, which have only limited mem-
ory, computational resources, and energy budget available. To overcome
this challenge, an efficient ML model design is crucial that incorporates
available optimization techniques from hardware, software, and method-
ological perspective to enable energy-efficient deployment and operation
on the edge. This work comprehensively summarizes recent techniques for
training, optimizing, and deploying ML models targeting edge devices. We
discuss different strategies for finding deployable ML models, scalable DNN
architectures, neural architecture search, and multi-objective optimization
approaches, to enable feasible trade-offs considering available resources and
latency. Furthermore, we give insight into DNN compression methods such
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as quantization and pruning. We conclude by investigating different forms of
cascaded processing, from simple multi-level approaches to highly branched
compute graphs and early-exit DNNs.

Keywords TinyML, energy efficient Al, neural architecture search, pruning,
quantization, cascaded processing.

9.1 Introduction

With the rise of the Internet of Things (IoT), the need to interpret large
quantities of data from embedded sensor systems has become ubiquitous. The
possible application domains are nearly endless, ranging from Smart Cities
over sustainable resource use to agriculture and many more. Yet, including
computationally complex data processing with models like Deep Neural Net-
works (DNN) seems contradictory to the characteristics of small, embedded
devices, which usually have substantial limitations regarding energy usage
and computing capabilities. To overcome this challenge, multiple approaches
have been taken to reduce the energy footprint of machine-learning models,
often referred to as TinyML. This work will survey recent literature concern-
ing the most prominent aspects in this field with a focus on embedded sensor
systems, which we define as:

* Processing element embedded in a device made for a specific application
* Computations are done by a microprocessor, microcontroller, or FPGA
* Optionally includes an acceleration unit (NPU, DSP, etc.)

* Reduced or no operating system

* Battery or energy-limited

The study starts with scalable DNN architectures in Section 2 Scalable
Deep Neural Architecture search to find efficient network topologies in Sec-
tion 3. The review DNN compression methods to optimize neural networks
during and after their training are reviewed e.g., Pruning in Section 4 and
Quantization in Section 5. The survey is concluded by looking at cascaded
systems in Section 6, which allow partial execution of machine-learning
models. Section 7 provides a short summary and discussion.

9.2 Scalable Deep Neural Network Architectures

Scaling DNN:Zs, i.e., increasing their capacity, is a commonly used technique
to control the trade-off between the performance of a DNN, e.g. accuracy,



9.2 Scalable Deep Neural Network Architectures 183

and its resource requirements. The most common form of scaling is achieved
either by adding more layers, changing the resolution of the input, or chang-
ing the network’s with, e.g. by increasing the number of filters in a DNNs
convolutional layer, see Figure 9.1. In the following we provide an overview
of relevant scalable DNN architectures commonly used on edge platforms.
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Figure 9.1 Illustration of commonly used approaches for DNN scaling. DNNs can be scaled
by either (a) widening the input of the DNN, (b) deepening the DNN by adding more layers
and residual skip connections, or (c) increasing the resolution of the feature maps by adding
more filters.

9.2.1 Residual networks

Residual networks [1] have been proposed to facilitate the training of very
deep neural network architecture. Training such architecture is often hindered
by problems such as the vanishing/exploding gradient problem or degradation
problems caused by the depth of the DNN [2]. ResNet attempts to address
these problems by explicitly fitting layers to a residual mapping instead of
the entire underlying mapping. The authors hypothesize that it is easier to
optimize the residual mapping than the original unreferenced mapping. They
argue that “to the extreme, if an identity mapping were optimal, it would
be easier to push the residual to zero than to fit an identity mapping by a
stack of nonlinear layers”. In feedforward networks, residual mappings can
be realized by introducing “shortcut connections,” which are connections that
bypass one or more layers. In the case of ResNet, the shortcut connection
simply performs an identity mapping and is then added to the result produced
by the stacked layers it bypasses. Therefore, introducing it adds almost no
computational complexity (just an elementwise added operation).

The standard “residual block™ used by the authors in their proposed
ResNet architectures consists of two fully convolutional layers and a bypass
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connection. However, given the exploding training times for very deep neu-
ral networks, the authors also propose an alternative “bottleneck™ block. It
consists of three convolutional layers (instead of two), where the first and
the last are 1 x 1 pointwise convolutions, leaving the intermediate layer as a
bottleneck with smaller input/output dimensions.

9.2.2 MobileNet

MobileNet [3] is a class of DNNs that specifically focuses on deployment
on edge platforms, both from a size and runtime perspective. One of the
main features of the architecture is the heavy use of depth-separable con-
volutions, “which is a form of factorized convolutions which factorize a
standard convolution into a depth wise convolution and a 1x1 convolution
called a pointwise convolution”. This means that instead of performing both
filtering and combining inputs into a new set of outputs as one operator
(standard convolution), the operation is factorized into a separate layer for
filtering and a separate layer for combining. The main advantage of this
approach is that the factorized representation drastically reduces both the
computational complexity and the size of a DNN model compared to using
standard convolutions.

To enable scalability, the authors introduce a width multiplier parameter.
The role of the parameter is to thin a network uniformly at each layer.
Furthermore, they introduce a depth scalar parameter, which is multiplied
by the spatial dimensions of the initial input of the network and as a result
also scales down the activation tensors of all subsequent layers. In recent
years, the authors of the original MobileNet paper have presented two updated
versions of the MobileNet architectures. MobileNetV2 [4] is very similar to
its predecessors, except that it uses “inverted residual blocks with bottle-
necking features”. As in the original MobileNet architectures, these blocks
consist of a depth-separable convolution but also include a third linear 1x1
convolutional layer that is not followed by any nonlinearity, e.g., ReL.U. The
authors claim that “experimental evidence suggests that using linear layers is
crucial as it prevents nonlinearities from destroying too much information”.
In addition, the blocks introduce a shortcut connection like that of residual
blocks. However, the authors explain that while in regular residual blocks
the expansion layers, i.e. the high number of channels, are connected by
the shortcut, here the bottleneck layers, i.e. the low number of channels, are
connected. Hence the name “inverted residual block™. The advantage of this
inversion is a much more memory efficient design.
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MobileNetV3 [5] improves on its predecessors by introducing lightweight
attention modules based on squeeze and excitation networks [6] in the
bottleneck structure. Furthermore, all layers are upgraded with a modified
version of the swish nonlinearity (h-swish), which the authors claim is faster
to compute and more quantization-friendly. Both the swish operator and the
squeeze and excitation layers use the sigmoid operator. Since this can be
expensive to compute on some platforms, it is replaced by the hard sigmoid
(piecewise linear approximation of the sigmoid function). In addition, par-
ticularly expensive layers of MobileNetV2 have been redesigned to be more
efficient. This includes the last layers of the previous architecture, where the
authors describe that they were able to ,,drop three expensive layers at the end
of the network at no loss of accuracy.*

9.2.3 EfficientNet

EfficientNet [7] is a class of eight differently scaled DNN architectures
(BO-B7). The scaling is performed as a combination of depth, width, and
resolution scaling, which the authors call compound scaling, and which they
control by an additional parameter ¢. The authors note that increasing the
three available scaling dimensions comes at different costs which means that
a trade-off between the parameters must be made. For example, the authors
mention that for regular convolutional operations, doubling the network depth
parameter will double the FLOPS, but doubling the network width parameter
or resolution parameter will even quadruple the FLOPS.

As their baseline network, the authors use a regular CNN (BO) tar-
geting 400M FLOPS, which the authors searched for by using a multi-
objective neural architecture search that optimizes both accuracy and FLOPS,
and which they based on their previous work [8]. The authors used

ACC (m) = (%S(m)) * as their optimization objective, where ACC' (m)

and FFLOPS(m) denote the accuracy and FLOPS of the model while m and
T denotes the target FLOPS, and w = —0.007 is an additional hyperparame-
ter used to control the trade-off between the two metrics. From their baseline
network (B0), the authors then use a two-step process to derive all seven other
architectures (B1-B7):

e STEP I: assuming twice as many resources are available as a starting
point and then do a small grid search of the three scaling parameters for
depth, width, and resolution.
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» STEP 2: fix the best-found depth, width, and resolution parameters as
constants and scale the baseline mesh with different ¢ using to get the
final set of architectural trade-offs B1-B7.

9.2.4 Scalable weights

Another common approach to achieve dynamic scalability at runtime is to
adapt trainable parameters (‘“weights”) based on the received input. A con-
ditionally parametrized convolutional layer (CondConv) is proposed in [9]
that can be used as a drop-in replacement for standard convolutional layers.
Their design parametrizes the kernels of a regular convolution as a linear
combination of n experts Wy, ..., W, weighted by s, ..., «, functions of
the input learned by gradient descent. The authors argue that “this is much
more computationally efficient than increasing the size of the convolutional
kernel itself, because the convolutional kernel is applied at many different
positions within the input, while the experts are combined only once per
input”. In conclusion, CondConv can introduce the same amount of additional
capacity as MoE while being more computationally efficient by requiring
only one convolution.

Deformable convolutions [10], [11] implement the concept of dynamic
receptive fields by sampling feature pixels during the computation of con-
volutions from adaptive locations based on the input. The offset of each
sample is generated using an additional convolution that generates an offset
field based on the input feature map. As a result, deformable convolutions
generalize various transformations for scale, (anisotropic) aspect ratio and
rotation. The concept of weight prediction, first proposed by [12] allows for
directly modifiable weights in a feedforward network that are contextually
modified at runtime by a second controller network. The authors propose
this architecture as a memory efficient alternative for representing temporal
information compared to recurrent neural networks. The idea was adapted
to more modern DNN architectures by [13], [14]. Here, the filters of a
convolution are dynamically generated from the input using an additional
“filter generating network”. The two inputs of the convolution can be either
identical or different, depending on the task at hand.

9.2.5 Practical Considerations

Scalable DNN architecture helps to easily adapt a network to a given set of
resource constraints, often by simply tuning a set of hyperparameters that
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do not require extensive prior knowledge about the internal structure of the
DNN. This makes the architecture presented in this section ideal candidates
for deployment on edge systems or other resource constraint environments.
In addition, scalable DNN architectures are versatile in that they can easily be
used in combination with other techniques such as neural architecture search,
pruning, and quantization, which we will discuss later in this review.

9.3 Neural Architecture Search for Resource Aware DNN
Deployment

The search for a feasible DNN architecture that can be deployed on an
edge system with given resource constraints is typically formulated as a
multi-objective hyperparameter optimization (HPO) problem [15], solving a
black-box function that maps from a set of DNN architecture-specific hyper-
parameters to a set of target metrics such as accuracy, memory consumption,
latency, or throughput, on which platform-specific constraints are defined.
In this definition, sampling the black box is equivalent to training a DNN
with a specific configuration on a given dataset. Often synonymously used
with HPO is Neural Architecture Search (NAS). NAS describes the process
of finding good DNN architectures in an automated, non-human controlled
way. Although it is primarily concerned with only maximizing DNN perfor-
mance, i.e., solving a single-objective optimization problem, most concepts
can be intuitively extended to a resource-aware multi-objective search. As a
result, multi-objective NAS for edge platforms has recently become more
of a focus as well, e.g. [16, 8]. There are three approaches to NAS that
are prominently discussed in the literature: First, black-box HPO [17]-[20],
second, differentiable NAS [21], [22] and third, zero-cost NAS [16], [23],
[25]-[30]. Black-box HPO works reliably and can be easily extended to the
multi-objective case, but it is also slow and often inefficient sample, requiring
many different DNNs to be trained and evaluated.

Differentiable NAS relaxes the optimization problem so that the archi-
tecture can be optimized as part of the regular training of a DNN. However,
recent research suggests that differentiable NAS has stability problems and
does not generalize well [24]. Finally, zero-cost NAS is very time-efficient
since it does not train DNNs directly but uses an empirical surrogate model.
As aresult, it does not provide accurate information about the performance of
an architecture, but only simple statistics derived from the surrogates [31]. In
the following, we discuss each of the three approaches and their implications
for resource-aware NAS.
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(a) Blackbox Multi-Objective Optimization (b) Differentiable NAS (c) Zero-Shot NAS
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Figure 9.2 Three types of NAS are considered in the literature: (a) For black-box multi-
objective optimization, many DNNs must be trained. However, optimisation results in a Pareto
set of exact trade-offs between the different objectives. (b) Differentiable NAS returns only a
single trade-off but is time and resource efficient because it optimizes the DNN during a single
training run. (c) Zero-shot NAS allows fast DNN specialization for deployment goals, but the
performance of the proposed trade-offs is only estimated.
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9.3.1 Black-Box Multi-Objective optimization

The most common approach to solving HPO problems is black-box opti-
mization. A traditional approach to tackle black-box (multi-objective) opti-
mization is evolutionary algorithms (MOEA), one of the most common being
NSGA-II [32]. As an example, [33] explore hyperparameter and compression
parameter optimization using evolutionary algorithms for DNN deployment
and combine it with pruning and quantization. A drawback of MOEA is that
due to their population-based nature, they are sample inefficient, which can
be time and resource consuming in the case of NAS, where many DNNs need
to be trained and evaluated.

To overcome this problem, Bayesian black-box optimization [34] can be
considered as a more sample-efficient alternative to MOEAs. Here, cheap
to evaluate surrogate models, usually Gaussian processes (GPs), are used to
approximate the black-box objective functions. During optimization, for each
trial performed, a nested optimization is performed on the GPs, which have
been previously fitted with an acquisition function based on all trials observed
so far. The result of this nested optimization is in turn used to propose the next
parameterization (or set of parameterizations) to the outer optimization loop,
which in turn evaluates them on the actual objective functions, thus repeating
the iterative optimization process.

Black-box optimization for HPO has also been regularly combined with
reinforcement learning (RL). For example, [17] observed that a DNN archi-
tecture can be defined by a variable-length string, and that it is therefore
possible to use a recurrent neural network (RNN) to generate such strings.
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The authors call such an RNN a “controller”. By training the DNNs (child
networks) generated from the strings emitted by the controller, accuracy on a
data set can be obtained, which in turn can be used as a reward signal. This
signal can then update the controller (i.e., the controller learns to improve its
search over time through RL).

Another approach to neural network design with reinforcement learning is
based on using a Q-learning agent that samples a CNN topology conditioned
on a predefined behavior distribution and the agent’s prior experience [18].
The authors define the layer selection process as a Markov decision process.
The agent sequentially selects layers via an e-greedy strategy until it reaches
a termination state. Like [17], the reward given to the agent is constructed
from the validation accuracy of the generated network.

In addition, the authors use a replay buffer that stores the network topol-
ogy and predict performance on a validation set for all sample models. This
means that if an already trained model is resampled, it is not retrained, but
the previously found validation accuracy is presented to the agent.

A major problem with all black-box HPO approaches is that they require
many different DNNs to be trained and evaluated, which can become a time
and resource consuming task. In addition, black-box optimization struggles
with large parameter spaces, as the sampling complexity increases exponen-
tially with each parameter added to the search space, an effect informally
referred to as the “curse of dimensionality” [35].

9.3.2 Differentiable NAS

Unlike Black-box HPO, Differentiable NAS [21], [22] does not search over
a discrete set of candidates architectures but instead relaxes the search
space to be continuous. As a result, the target architecture can be optimized
with respect to the performance of the validation/test dataset using gradient
descent, solving the problem of having to evaluate many different architec-
tures. Since gradient descent is more data efficient than regular black box
search, differentiable NAS can achieve competitive performance to NAS
while requiring much less computational resources.

The search space considered by differentiable NAS consists of compu-
tational cells as building blocks of the final architecture. Each cell is an
acyclic graph containing an ordered sequence of nodes. Each node is a latent
representation, e.g. a feature map, and directed edges connecting them are
operations that transform the latent representation. This means that each
intermediate node is computed based on all its predecessors.
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Differentiable NAS can be seen as a bi-level optimization problem. The
goal for the architecture search is (a) to find architecture, i.e., a combination
of building blocks that minimise computational complexity and (b) a set of
trained weights associated with the architecture that minimizes the training
loss.

Another variant of differentiable NAS is hierarchical NAS [36], [8]. It
not only searches at a cell structure level but also at network structure level,
thereby formulating a hierarchical search space. The authors noticed that
in modern CNN design the outer network level controls spatial resolution
changes, while the inner cell level controls specific layer-wise computations.
Regular NAS follows this principle as well but only automatically searches
the inner cell level while the outer network level is designed by hand. This
can become problematic for use cases which are sensitive to spatial resolution
changes.

9.3.3 Zero-Cost neural architecture search

Like differential NAS, zero-cost NAS attempts to minimize the search costs
associated with black-box optimization. However, unlike differential NAS, it
focuses on a redundant learning strategy to minimize computational cost by
using a well-trained weight-sharing model, i.e., a supernet from which many
architecture variants, i.e., subnets, can be drawn at zero-cost. To find the best
architecture o under given resource constraints, a zero-cost proxy metric is
used that can score a subnet without training and validation on a dataset.

Several proxies have been discussed in research: [26] use the overlap
of activations between data points in untrained networks, [27] quantify the
expressiveness of an architecture, which they call Zen-Score, while other
works used gradient-based zero-cost proxies such as the gradient norm to
estimate model performance [28-20].

In recent research, zero-cost NAS approaches have been proposed to
easily allow for specialization of network architectures to different target
platforms. This allows for an efficient search of architectural variants for
differently scaled edge systems.

For example, once-for-all~networks [16] provide an optimization strat-
egy tailored to a multi-objective search space with different device and
resource constraints. To achieve this, the authors decouple network training
and search. During the training phase, the authors train a single network
using a technique they call Progressive Shrinking. Once the single network is
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trained, different submodels are sampled from it and evaluated, requiring no
further (re)training. These subnetworks can have different input resolutions,
different kernel sizes or filters in their convolutional layers, and a different
number of layers.

Another example of network specialization using zero-cost NAS is Pre-
NAS [25], where the authors improve the efficiency of regular black-box
optimization (which the authors call “one-shot NAS”) by combining it with
zero-cost NAS. To improve search efficiency, the authors propose to construct
a reduced (“preferred”) search space based on high-quality architectures
selected under various resource constraints using zero-cost NAS, which is
easier to search by black-box optimization than the original “full” search
space.

9.3.4 Practical considerations

One of the biggest challenges that must be considered when using NAS as
part of DNN deployment for embedded targets is the typically large amount of
time required by the techniques we presented in this section. This is especially
true for the black-box optimization which, while generally providing con-
sistently good results, requires extensive sampling of the underlying search
space which is the most expensive part in NAS. Other techniques presented
in this chapter, namely Differential NAS and Zero-Cost NAS attempt to
alleviate this problem, either by relaxing the problem to be differentiable
so that it can be solved as part of network training or by relying on cheap-
to-sample, often model-based surrogates of the expensive to sample search
space. However, both techniques have caveats that should be considered:
Differential NAS has been shown to have robust problems with optimal
architectures often found to generalize poorly [24]. Furthermore, Differential
NAS does not produce a Pareto front from which an optimal trade-off can
be selected, but only a single architecture that is considered optimal after
training. Many Zero-Cost NAS techniques, while allowing extremely fast
DNN specialization for different deployment targets and resource constraints,
report only simple statistics about found architecture candidates, not actually
trained and evaluated networks. To summarize this section, choosing the best
NAS strategy in the search for DNN architectures feasible for edge deploy-
ment is a trade-off between search time and the quality of the result obtained.
For the best possible results, black-box optimization, ideally combined with
Bayesian optimization, should be chosen, while for fast but less accurate
results, zero-cost NAS techniques should be preferred.
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9.4 Deep Neural Network Pruning

A common way to achieve compression of DNN to allow its use in resource-
constrained environments is DNN pruning. Pruning is based on the idea
that some of the trained parameters of a DNN can be removed, i.e. pruned,
without significantly degrading the accuracy of the network. It is based on
the understanding that most neural networks are overparameterized and have
redundancy in their trained weights [37]. The approach is well known and has
been discussed by several authors as early as the late 1980s [38]-[40].

While at first pruning was mainly proposed with better network general-
ization, less overfitting, and improved learning speed in mind, today it has
become a popular technique to achieve DNN compression with minimal or
no loss of accuracy.

The simplest way to prune a DNN is to set a subset of its trainable
parameters to zero during training resulting in sparse parameter tensors. By
setting parameters to zero, they are removed from the scope of the optimizer
used to train the DNN. Therefore, the removed parameters no longer affect
the training and validation loss of the network.

How pruning is performed during training can be roughly characterized
by a few different parameters, which we will discuss in the remainder of this
section.

9.4.1 Pruning granularity

There are two common techniques to perform DNN pruning: Unstructured
Pruning and Structured Pruning. Their main difference is the granularity at
which the techniques introduce sparsity into a DNN.

Unstructured Pruning introduces sparsity by removing individual neurons
from the parameter tensors of a DNN while structured pruning removes entire
structures of neurons. Typically, Structured Pruning targets structures such as
filters [41] or channels [42] in convolutional layers. However, it is possible to
extend Structured Pruning to rows or columns of linear layers as well.

An advantage of Structured Pruning over Element Pruning in the con-
text of DNN compression, is that pruned structures can not only be set to
zero but can be completely removed from the parameter tensor. This is not
possible with element pruning, which produces matrices of arbitrary sparsity.
However, Structured Pruning also has drawbacks: Removing structures from
a DNN is much more invasive than Element Pruning, and its implementation
is not as simple as setting individual values to zero. In regular feed-forward
DNNs, layers are usually connected in a sequence. Information is passed
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through the network from top to bottom. Therefore, the output feature map
of one layer becomes the input feature map of the next. By changing the
shapes of the parameter tensors in these layers, the shapes of their input
and output feature maps change as well. Therefore, removing structures from
layers inherently means removing the data dependencies between them. This
makes the implementation of Structured Pruning complex and requires a
global view of the DNN structure. Structured Pruning becomes even more
complicated in branching feed-forward networks, such as residual networks
[1]. Here, data dependencies can span multiple layers run in parallel instead
of just sequential layers.

It is possible to apply Structured Pruning and Element Pruning to a
DNN together. [43] describe how they first apply Structured Pruning to
convolutional layers of a DNN and then apply Element Pruning to the
remaining structures. They call this approach Hybrid Pruning. They argue
that Structured Pruning is a coarse-grained method, while Element Pruning is
a fine-grained one. Therefore, Element Pruning can be used to remove con-
nections that would otherwise be missed by Structured Pruning. In addition,
Element Pruning and Structured Pruning can be used together by applying
them to different layers or layer types in a DNN.

9.4.2 Pruning heuristics and sensitivity analysis

A major challenge in DNN pruning is to decide which elements or structures
have the least impact on the validation loss of a DNN when removed.

The most accurate approach to achieving optimal pruning would be to
remove each structure or element of a network one by one and evaluate its
impact on the loss. This is referred to as the oracle criterion [44]. However, the
downside of this strategy is that it is extremely resource and time consuming.
So much so that it is inapplicable in most scenarios.

Therefore, other heuristics have emerged to approximate optimal pruning
in a more computationally efficient manner. The process of quantifying
the importance of parameter tensors of DNNs is referred to as Sensitivity
Analysis [45]. Much research has been done in recent years to find good
approximations for both Element and Structured Pruning techniques. In the
following, we give an overview of some of the most used heuristics.

9.4.3 Magnitude or threshold based heuristics

Early work focused heavily on second-order derivative-based heuristics to
approximate pruning. For example, [39] and later [40] propose calculating
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saliency scores for elements to determine their usefulness. They then use
these scores to zero out a certain number of elements that they consider to
be the least useful. [39] call this approach optimal brain damage (OBD).
To avoid having to compute the saliency using the oracle approach, their
heuristic approximates the objective function of a neural network using a
Taylor series. However, this method requires additional computation.

As aresult, more recent work has focused on simpler heuristics to approx-
imate the usefulness of the trained parameters. The most common ones use
simple threshold functions [45], [46] They consider a parameter useful if
its absolute value is above a certain fixed value. If instead the value of the
parameter is below or equal to the fixed value, it is marked as a candidate
for removal. The heuristics are generally based on the understanding that
a higher value creates a greater activation and is therefore more likely to
have a significant impact on a layer’s output than a smaller value. However,
manually defining good thresholds requires extensive network analysis and
is not intuitive. To solve this problem, most of the authors mentioned above
approximate the distribution of values in the weight tensors of neural net-
works with a Gaussian distribution with a mean of zero. They then use the
standard deviation of the distribution in combination with a scaling factor
to automatically define pruning thresholds on a per-tensor basis. As a result,
the only unknown variables remaining are the scaling factors. [45] derive
these factors by increasing the sparsity in the layers of an unpruned baseline
network and monitoring its accuracy changes. However, this is expensive
because the baseline network must be trained first.

9.4.3.1 L-Norm heuristics

Threshold and magnitude-based approaches are not only useful for evaluating
the importance of single parameters, but also for ranking complete parameter
structures of neural networks. Therefore, a common way to evaluate the
importance of such structures is to sort them by their 11-norm. [41] describe
how they use the norm to estimate the overall size of filters in convolutional
layers. Furthermore, using the norm also gives an estimate of how large the
values in the resulting output feature maps will be. In addition, the 12-norm
is sometimes considered as a means of classifying parameter structures in
neural networks.

9.4.3.2 Gradient Ranked Heuristics
Another heuristic for structure pruning has been proposed by [44]. The
authors present a parameter structure ordering heuristic based on Taylor series
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derived from the difference in loss when certain parameters are removed from
a network. The approach is like the OBD heuristic described earlier in this
section. This is also explicitly stated by the authors. Their resulting heuristic
accumulates the product of the activation tensors and the gradients of the
cost function with respect to the activation tensors. The gradients can be
easily obtained via the backpropagation algorithm. Intuitively, the heuristic
considers structures to be less significant if their parameters are close to zero
and have a flat gradient.

9.4.3.3 Activation based heuristics

Another approach to approximate the importance of parameter structures
is proposed by [47]. The authors analyze the sparsity of activation tensors
during training. They do this by monitoring the average percentage of zero
values (APoZ) found in outputs computed by rectified linear unit (ReLU)
activation functions throughout the network. The higher the percentage of
zero values generated by the ReLU, the less significant the structure is
considered by the heuristic. [44] also mention the ApoZ approach in their
paper. However, the authors caution that the approach may not perform well
on early layers of neural networks. They note that early layers are typically
trained to detect less defined features, resulting in denser activation tensors.
Only for later layers, when feature detection has become more precise, do the
activation tensors become sparse.

9.4.3.4 Relevance-based heuristics
Another criterion for pruning neural network structures is based on Layer-
wise Relevance Propagation (LRP) [48] originating from the field of explain-
able AI (XAI). This approach assigns relevance scores to individual neurons
in a neural network. Traditionally LRP serves as an XAl method to highlight
the relevant parts of a given input to generate a local explanation for interpret-
ing complex non-linear machine learning models, e.g. the relevancy of pixels
of an input image can be highlighted in terms of a heat-map representing the
influence of input parameters that are decisive for an image classification.
This relevance-based pruning criterion for pruning CNNs works by itera-
tively pruning the least relevant units, i.e. weights or filters of a network. The
relevance scores are obtained via back-propagation from the output layers
to the input layers and are assigned to all neurons of all layers, where the
main characteristic of LRP is the backward pass through a network that can
be computed efficiently. The relevance scores are then used to identify the
least relevant units, which are the ones that can be pruned to discard all
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aspects of a network that do not contribute to the decision of a model. A
pruned network can then be fine-tuned to recover possibly lost accuracy.
This process is repeated until the desired level of compression is achieved.
The LRP criterion is shown to be effective in reducing computational and
parameter costs. Furthermore, based on experiments, the authors in [49] show
that this pruning criterion performs consistently well or even better than
state-of-the-art pruning criteria when model refinement and fine-tuning is
applied.

9.4.4 Pruning schedule

A pruning schedule, sometimes called a pruning recipe, describes when, how
often, and how much of a network is pruned during training. A very straight-
forward approach to schedule pruning is referred to as one-shot pruning.
Its use has been described in early papers such as [39]. The general idea
is to first train a network until it reaches a reasonable accuracy. Then, the
whole network is pruned using a certain heuristic to remove the structures
or elements with the lowest score. Based on this score, several of them are
removed. Additionally, the authors found it beneficial to retrain the network
after pruning.

One-shot pruning schemes are also described in more recent papers, for
example by [44, 45]. However, both authors also distinguish another type of
pruning schedule. They call it the iterative pruning schedule. This approach
focuses very strongly on the idea of pruning and retraining a network several
times instead of just once. Therefore, not all parameters are removed at
once, but step by step over several pruning iterations as part of training. This
allows the network to adapt more gradually to the decreasing set of trainable
parameters.

Both authors also suggest specifying the number of trainable parameters
to be pruned on a layer-by-layer basis rather than for the entire network. This
is based on the understanding that the layers of a neural network may have
different sensitivities to pruning. [44] show that some layers can be pruned
much more aggressively than others before any degradation in the accuracy
of a trained model becomes noticeable.

An extension to iterative pruning schedules is presented by [50]. The
authors build on the idea that the number should be gradually increased
instead of removing a constant number of parameters in each pruning iter-
ation. They propose an algorithm that automatically increases the number of
pruned parameters in a DNN over a range of n pruning steps based on a
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few predefined parameters. They call this the Automated Gradual Pruning
algorithm. They state that the intuition behind the algorithm is “to prune
the network rapidly in the initial phase, when the redundant connections are
abundant, and to gradually reduce the number of weights pruned each time as
fewer and fewer remain in the network™.

9.4.5 Practical considerations

Pruning is a core technique when it comes to fine-tuning the size of a DNN for
a given problem, i.e. dataset, during training. The technique has proven to be
extremely versatile, even when combined with other compression techniques
such as quantization or NAS. To conclude this section, we would like to
point out some practical considerations when using pruning as part of a
DNN deployment pipeline: First, structured pruning will lead to immediate
performance gains because pruned structures can be transparently removed
from tensors, resulting in fewer computations, without any changes to the
environment used to run the DNN at runtime. Unstructured pruning, on
the other hand, only creates sparse tensors that require support from the
environment to be executed efficiently at runtime. Second, the choice of a
reasonable pruning schedule is of great importance, with iterative pruning
using Automated Gradual Pruning generally providing better results. Third,
simpler heuristics such as L-normed-based heuristics offer a good trade-off
between accuracy and speed, while LRP based heuristics can provide more
informed decisions and tend to produce an overall better pruning result at the
cost of often higher compute times. Still, the outcome of pruning using LRP
depends highly on the network and layer types used, and multiple parameters
need tuning to make it applicable in the general case, see [51].

9.5 Quantization

One of the main methods to reduce the energy consumption of DNNs is
to reduce their size and computational complexity using quantization [52].
Quantization of DNNs refers to the quantization of both the parameters
(weights, biases, scaling factor ...etc.) and activations. DNN Quantization
corresponds to some of or all the following benefits (depending on the model
of quantization):

* Reduction of the NNs’ size which reduces the required energy to
transmit and store the trained models when deployed on edge.
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* Reduction in the complexity of the operations (mainly Multiply and
accumulate MAC) leading to reduced power consumption of these
operations,

* Reduction in size (bit-width) of the NN parameters and activations leads
to improved power efficiency regarding memory access, required buffers
and moving the data around on the edge target device.

9.5.1 Quantizers

First, we would like to define what quantization is, its different types and
all the relative terms. The mathematical operation maps the input space into
quantified values in the output space and can be divided, in general, into
uniform and non-uniform. As the name suggests, non-uniform quantization
produces non-uniform output values which can be represented by a floating-
point and achieved using lookup tables. This is part of the model compression
which will not be covered in this section, as it helps to reduce the model size
for transmission or storage purposes but does lead to computational benefits
or reduction in energy consumption.

On the other hand, uniform quantization is the most common method used
in DNN quantization. Here, the input space is mapped uniformly to the output
space according to the following generic equation.

xq= clamp (%—I—z, a, b) , .1
where round() is a generic rounding function, s is a scaling factor, z is a
zero-point, ¢ and b are the minimum and maximum that define the range, and
clamp(z, a, b) is a clipping function defined as follows:

a if x<a
camp(xz,a,b) = ¢ = if a<z<b p=min(maz(x,a),b) . (9.2)
b otherwise

The implemented Rounding has an important impact on the quantization
procedure and results. Here we list some of the commonly user rounding
schemes:

* Nearest: round(z) = |x].

* Round down: round (z) = |z].

* Round up: round (z) = [z].

* Stochastic rounding [53]: stochastic rounding rounds the values up or
down stochastically, round (z) = |z| + (p >« — [z]|) where p is a
random variable sampled from a uniform distribution.
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* Adaptive rounding [54]: where each individual value is rounded up or
down to minimize the overall loss in the network.

Equation (9.1) defines an affine uniform quantization A.K.A. asymmetric
uniform quantization. It can be further restricted by limitinga = 0 and b =
2bw _ 1 to produce integers with bit-width of bw. In addition to the benefits
of reducing the operands bit-width and thus the required energy for memory
access, the integer operations consume less energy [55] - [57] leading to even
further energy savings. Additionally, a symmetric singed-integer quantization
can be achieved by restricting a = —2°%~1 b = 2¥=1 _1 and 2z = 0. Finally,
we can restrict this to represent fixed-point arithmetic by limiting s to powers
of 2. This restriction helps to reduce energy consumption further as it does
not require any multiply or divide operations but rather only bit shifts.

The quantization operation defined in equation (9.1) is irreversible, but an
approximation can be achieved with:

— o round(x)
XRX=$(XQ—2) =S5 (clamp (75 ,a, b) —z) : 9.3)

The quantization error/noise is then measured using ¢ = x — . This
error affects the correctness of the operations, but it was found that NNs are
resilient to such errors and the performance is negligible or can be managed
using different methods.

9.5.2 Granularity

After we defined and explained quantization and rounding schemes, we will
look at how to apply these to neural networks. The basic building block of
NNss is the matrix multiplication A.K.A multiply-accumulate (MAC) defined

— —
as O = b + WX, where b is the bias vector, W is the weights array, and
X are the inputs. This operation is then approximated as follows:

0=b+WeXq - 94)

where Wq and X are the quantized tensors w.r.t W and X. It is worth
noting that the quantization parameters such as scaling factor, zero-point and
range (bit-width) are set separately for the wights and activations. Equation
(9.4) quantizes both the weights and activations it is also possible to quantize
only the wights [58] — [59]. Weight-only quantization is generally simpler
and easier but misses on a lot of the benefits of additionally quantizing
the activations as the first only makes use of smaller size and less memory
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access but still requires floating-point operations. On the other hand, quan-
tizing activations normally requires a dataset (unlabeled) to determine the
appropriate range and scaling factors for each layer. The bias was left out of
quantization as it normally required more bits to maintain high accuracy. E.g.
the authors in [60] use 8 bits for the weights and activations and 32 bits for
the bias.

The quantizers (scale, zero-point, range, bit-width ...etc.) can be specified
for each layer (weights and activation) separately, this is referred to as per-
layer quantization. Moreover, others have shown that reducing the granularity
even further and performing channel-wise quantization (i.e. specifying a
different quantizer per output channel/kernel) improves the results [61]—
[63]. Others went beyond and quantized per-group of weights or activations
[64]-[65]. The trade-of here is often that increasing granularity improves
performance and accuracy but comes with an extra overhead in the form of
extra parameters per quantizer and thus more memory access and required
buffers.

9.5.3 Methods

Here, we discuss the two main categories to quantize NNs with minimal
performance degradation and how do they compare. The first approach (Post-
Training Quantization PTQ) is simpler as it takes in a trained NN and
performs the quantization after training, while the second (Quantization-
Aware Training QAT) is more complex as the quantization must be accounted
for during training.

9.5.3.1 Post-Training quantization

Early approaches of quantizing NNs relayed on post-training quantization
due to its simplicity. In these methods, the NN expensive computations
(training) is performed once and then the trained NN can be quantized
using different techniques. Using this method, NNs can be quantized to 8-
bit weights [62] and [66] or even 4-bit weights [59], [63], [64], [67] and [68]
or a mix of the two [69] with zero or minimal degradation in accuracy and
performance.

Additional activation quantization is more complicated than weight-only
quantization as it produces more errors that propagate though the network.
E.g. In [70] the authors use 8-bit and kept the mixed activations with
INT8/FP16 due to the high required dynamic range. Moreover, unlike weight
quantization, activation quantization often requires training or validation
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datasets to collect the statistics about the data to determine the quantiza-
tion range and scaling required. Yao et al. Managed to quantize the same
large language model to 8-bit activations using Token-wise Quantization and
knowledge distillation [69]. To determine the activation range, [63] uses
the min/max and therefore no clipping occurs, while [63] uses Analytical
Clipping for Integer Quantization ACIQ to clip the outliers and achieve a
tighter range producing less overall rounding error. In [71], the authors get
around the need for training or validation data by using distilled dataset that
is designed to match the statistics of the original data. On the other hand, [72]
learned a parameterized (range) activation function during training that can
be used to clip the values. This approach, however, might not be considered
as a post-training quantization approach as it requires changes to the training
procedure.

9.5.3.2 Quantization-Aware training
In the previous section, we explained how a trained network can be quantized
to 8-bit and even in some cases 4-bit weights and activations with minimal
or no loss of accuracy. However, in most cases, quantizing the NNs beyond
8-bits yields significant performance degradation. This degradation can be
mitigated if the quantization is accounted for during training. This is com-
monly referred to as Quantization-Aware Training QAT [60], [73] and [74].
Simply put, the NN graph is updated with the same quantizers from Section
6.1 into the parameters (weights, bias, ...etc.), activations or both during
training. This way the training of the NN will account for the quantization
error producing more robust NNs.

The biggest question in incorporating the quantization operation into
training comes from back-propagation/gradient descent and its reliance on

(a) Post-Training Quantization (b) Quantization-Aware Training

Training
Data

Training

Data Val Data

Quantize & Trained
Training QNN

Trained Trained

Quantize

NN QNN Backward

Quant [0)%% Layer

Figure 9.3 The workflow of the two main quantization methods: (a) Post-Training Quan-
tization and (b) Quantization-Aware Training (including the straight throw estimator for the
backpropagation)
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derivatives. Mainly, the rounding operation in these quantizers has zero
derivatives almost everywhere. Therefore, we cannot back propagate the
error to update the networks parameters. To solve this question, Begio et
al. analyzed and studied four different approximations [75]. Of which, the
most promising is the straight-through estimator [76]. This estimator is quite
common due to the simplicity as it replaces the derivative with the identity
derivative, and it’s proven to achieve the task of training.

9.5.4 Practical considerations

To make sure the review on NN quantization is comprehensive, a few
practical considerations must be considered by the designers.

* PTQ vs QAT: PTQ is generally preferred over QAT when the goal
is INT8 or even sometimes INT4 due to simplicity. However, QAT
is preferred for sensitive applications or when severe quantization is
required.

* Floating-point vs Fixed-point quantization: We have covered mostly
Fixed-point quantization as it leads to reduction in model size and com-
putational requirements. On the other hand, Floating-point quantization
is helpful to reduce the model size for compression purposes but does
not lead to a reduction in computation requirements. This is because the
model must be uncompressed to the original values for inference.

* Fusing layers: The quantization operation can often be fused into the
activation layer e.g. ReLU [63] to improve the quantization range as
ReLU clips all the negative values anyways. Moreover, it can be fused
into the normalization layer [69] and [77] to reduce the overhead cost as
both operations require scaling and shifting the values.

* Layer equalization: It is observed that quantization to <INt8 often
leads to degradation of accuracy, especially in depth-wise convolutions
due to the high dynamic range within the layer [78]. One method to
compensate for the high dynamic range is to use a channel-wise quanti-
zation as mentioned earlier which introduces complexity as each channel
will require a different scale and bias parameters. Another solution is
to perform cross layer equalization [78], Batch norm tuning [77], bias
correction [79] or weight factorization [80].

* Hyper-parameter selection: Quantization of NNs and especially QAT
adds few more parameters that need to be set/optimized for best per-
formance (power/latency vs accuracy). This is not specific for NN
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quantization, but it adds to the complexity for the optimization task.
Refer to Chapter 4 for more details.

9.6 Cascaded Processing

In addition to the techniques mentioned above, it is also possible to reduce the
energy footprint of a smart sensor system by introducing cascaded processing.
Instead of using one big model, this approach relies on multiple models
executed one after another (cf. Figure 9.4). By including exit points between
models, the system can trigger the execution of the next one lazily, only
using the energy needed for a particular decision. Each model in this chain
should be designed in a way that builds upon the decision from the previous
model(s). In this way, the processing of one model might suffice to conclude
so that at every point, the execution may be aborted.

Figure 9.4 Example of simple cascade. Three classifiers are executed one after the other to
classify three different labels.

This section will cover the current most relevant literature for cascaded
processing, starting with traditional hierarchical models and their applicabil-
ity to distributed sensor systems. Afterward, we will cover Early-Exit-NNs,
which bring the same idea to neural networks.

9.6.1 Hierarchical systems

A typical example of a hierarchical system can be found in condition
monitoring as depicted in Figure 9.5: Given a sensor system that should
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Figure 9.5 Complex hierarchy with multiple levels. The classification flow is separated into
different branches.

classify the current machine status into different fault types and severities.
The cascade’s first model could detect anomalies, classifying abnormal and
normal behavior. As this decision can be made quickly, the model should be
small and can be run continuously. If a fault has been found, the following
model classifies fault types. At this point, the processing can be stopped if
the found anomaly has been a false positive. Otherwise, the second model is
followed by an additional model for each fault type that classifies the severity
of each fault. In that way, the models in the severity level can be specifically
tailored towards a distinct fault type, leading to a more efficient model for the
individual decision.

Building a foundation for hierarchical models, Silla and Freitas survey
different applications for hierarchical classifications in [79]. While the pos-
sible application domains are interesting, this paper’s most relevant work is
how the authors generalize hierarchical classification in a unified framework.
First, they introduce a class taxonomy as a poset (C', <). C is a finite set
of class concepts with a partial order < over C, which is asymmetric, anti-
reflexive, and transitive. This definition matches a directed acyclic graph
(DAG) but is often simplified to a tree structure, where each node is limited
to one parent node.Additionally, the authors cluster models for hierarchical
classification problems into four groups: Local classifier per node (LCN),
Local classifier per parent node (LCPN), local classifier per level (LCL), and
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global classifier (GC). LCN classifiers are found in models with a binary clas-
sifier at every node, whereas LCPN models can include multi-class classifiers.
The LCL approach uses only one multi-class classifier per level, meaning
no branching can be done with LCL classifiers. A GC uses just one big
model to classify each label.Based on this definition, the authors categorize
a hierarchical classification problem in a 3-tuple (Y, ¥,®) ,where T specifies
the type of graph (DAG or Tree), U whether a class label is associated with a
single path (SPL) or multiple (MPL), and ® the depth of labels from full depth
(FD) to partial depth (PD). Additionally, they describe a categorization of
different types of hierarchical algorithms as a 4-tuple (A,=,£2,0), where A in
association with U represents if the algorithm performs single path prediction
(SPP) or multipath prediction (MPP), = refers in line to ¢ to mandatory leaf-
node prediction (MLNP) or non-mandatory leaf-node-prediction (NMLNP).
Q) reflects the model’s ability to perform on tree or DAG-based problems as
described with Y. © reflects the classifier type (LCN, LCPN, LCL, or GC),
as described above.

The here described framework was initially introduced to categorize
any hierarchical classification problem. However, for the goal of reducing
the energy footprint of a model, the possible model structure usually boils
down to

(AZQ0)=(MPP,MLNP, T,LCPN) . 9.5

In this setting, problems like the above-mentioned condition monitoring
use case can use hierarchical machine learning to save energy. In the example,
the no-fault label could be reached by either the first or second classifier,
making the model MPP. Additionally, MLNP is mandatory for saving energy,
as we want to be able to stop calculating at any helpful point in the hierarchy.
Even though a tree model is not entirely mandatory, allowing additional links
to nodes other than child nodes often makes no sense and just improves
complexity. Additionally, we want to be able to tailor each classifier in the
hierarchy to a specific task. Allowing for additional links would bypass this
principle. An LCPN classifier is the most flexible approach for structures,
permitting asymmetric taxonomies with branching while allowing multi-class
classifiers at each node.

With hierarchical predictions, another problem arises with partially cor-
rect predictions, which normally would result in a low score with standard
metrics. In the condition monitoring example, the model might have correctly
classified the fault but got the severity wrong. To approach this question, the
authors recommend using the hierarchical precision, recall, and f-measure
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introduced by [80], where ]3Z denotes a set consisting of the most specific
classes predicted for the sample ¢ as well as all its ancestors, and T, the set
holding the true most specific classes for 7. Considering the ancestors of class
labels, these measures address the problem of partially correct classifications
in the final scores.

_ >, PNy ¥, [PinTi| 2.hP-hR
hp_W hR= AT , hF=20D01 (9.6)

The usability of hierarchical machine learning for energy saving, specif-
ically for small sensor systems, has also been identified by [81] Here, the
authors introduce a general description of a cascaded LCL model tailored
towards lazily triggered stages. They differentiate between simple wake-up
mechanisms, a two-stage hierarchy with only anomaly detection, and more
sophisticated cascades. For the latter, they introduce a pass-on label, which
a classifier can use to defer a decision. In this case, the decision is passed
on to the next level, triggering further computations. A model’s pass-on rate
(POR) directly influences the hierarchical metrics described above. A POR of
1 would mean the decision is passed on to the final classifier for each sample.
This leads to the hierarchical precision and recall metrics equaling their non-
hierarchical counterparts for the last classifier. Additionally, the authors assign
each stage a cost measure, as more memory is needed with increasing stages.
Combining these thoughts about POR, Cost, and hierarchical metrics, the
authors introduce an upper bound for optimizing a hierarchy wrt. compu-
tational costs and memory. With this upper bound and cost measure, they
carry out proof of concept with synthetic test cases to optimize the number
of stages in different scenarios. These scenarios are compiled to include class
distributions ranging from equal to extremely skewed, where some classes
are more likely than others. The authors conclude that optimisation can find
lower-cost hierarchical models for more skewed class distribution. This effect
becomes apparent when considering the locality of the most likely prediction
point in the hierarchy. As some labels are more likely than others, detecting
these in the early stages can save a lot of energy. For the condition monitoring
example, this effect can be observed for the first two classifiers. If the no-
fault label occurs most often, the hierarchy uses only the first (or, in some
cases, the second) classifier. This leads to enormous energy savings as the
computational complexity of each model should rise with the levels in the
cascade. This phenomenon clearly shows the inherent data dependency of a
hierarchical model regarding the reduction in energy consumption. The more
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uniform the data distribution of the underlying problem is, the less effective
a hierarchical approach becomes.

One can also consider mixing different classifier types in the hierarchy
to further elevate the benefits of hierarchical processing, as some decisions
may need more complex models than others. However, with that idea in
mind, the question of how to pick each model in the hierarchy arises. The
authors in [82], [83] approach this optimization question with reinforcement
learning. They train an agent to pick a model from a set of available models
for each node in the hierarchy of an LCPN model. As the reward function,
they use a cost measure based on the computational complexity of each
possible model type, combined with the accuracy of the complete hierarchy.
Therefore, the agent learns to make a trade-off between accuracy and energy
consumption, which, in essence, leads to a multi-objective optimization prob-
lem. To improve that result, the computational complexity is replaced with
a hardware-in-the-loop approach to accurately measure the resulting energy
consumption during the agent’s training in [84]. While this work mostly
validates the findings of [82], it shows slightly different behavior of the
found agents. With real measurements, the agent picks an MLP more often,
while the agent with the complexity approximation tends to use Random
Forests. This behavior might be linked to compiler optimizations and caching,
which can be beneficial for some models. This result shows that energy
measurements should always be included to some degree when optimizing
for a constrained device, as a theoretical measure cannot cover every possible
factor of real-life systems.

9.6.2 Distributed Computing

Another area where a hierarchical model can be beneficial is distributed
computing for IoT devices. [85] introduces a distributed hierarchical infer-
ence approach, where some nodes in the hierarchy are computed locally and
others in the cloud. This has the benefit of saving communication costs that
might be unnecessary. They look at a scenario with multiple connected IoT
appliances, which all have some parts of the information needed for home
automation. In a classic approach, all these appliances would send data to
a central hub or cloud infrastructure at every time step, which leads to an
immense communication overhead. However, some decisions are possible
without knowing the context of the other devices. In the hierarchical context,
these decisions can be made with small models running locally on the IoT
device. If this is not possible, the devices may pass the prediction to the



208  Recent Trends in Edge Al: Efficient Design, Training and Deployment

cloud, triggering the next node in the hierarchy. The authors test this approach
with three data sets from three application domains (urban energy demand,
human activity, and server performance) with a decrease in system energy
consumption of 62% for a taxonomy of MLPs.It should be noted that the
authors used a DAG instead of a tree architecture for their models, as some
nodes in the hierarchy connect to the same child node. This is because the
cloud node(s) need information from multiple parent nodes because of the
nature of IoT applications, where usually numerous sensors are required for
a decision. Therefore, a typical hierarchy becomes a flipped tree and can only
be described with a DAG.

The described benefits of IoT devices are tested in a case study in [86],
where the authors use a physical system to measure the energy consumption
of an LCL model for human activity recognition. The model uses multiple
different classifiers in a cascade that are partially executed on the device.
As a novelty, they introduce an offload controller that decides if the model
should be run on the device or offloaded to a central hub. This controller
consists of an additional classifier that has been trained on binary labels,
which are extracted from the original multi-class problem. In addition, the
controller uses only the features necessary to compute the next hierarchical
layer that might be offloaded. This means that the controller performs a
reduced complexity pre-evaluation of the problem solved by the following
levels to decide if the computation needs to be offloaded. The paper shows
energy reduction of 3 times over the baseline of a purely offloaded system,
including communication costs, while improving accuracy slightly.

Taking the idea of split computing further, [87] introduces a dynamic split
mechanism to split the computation between different models and a single
DNN across multiple devices. In their proposed scenario, various loT devices
are connected to a hub. Based on the currently available network bandwidth,
the introduced system can decide to hand off the computation to the hub. In
addition, the authors train an agent with Q-learning to dynamically assign
the network type (Wi-Fi, cellular, Bluetooth, etc.) for the data transfer of
the remaining network layers. The authors can decrease the inference time
by 13.5% compared to pure on-device execution, including communication
time. However, it should be noted that no energy metrics are compared here,
so while more time efficient, the shown approach might still draw more
energy than pure on-device execution. Nonetheless, the approach should be
considered when designing a hierarchical model.
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9.6.3 Early-Exit Neural Networks

Most hierarchies mentioned before were constructed of classical machine-
learning approaches like Support Vector Machines or Random Forests. Even
though some architectures also used MLPs in their taxonomies, the work
in [88] converts the concept of lazily triggered computations to Convolu-
tional Neural Networks. Like the NMLP principle for classic hierarchies,
the BranchyNet introduced here includes exit points in the neural network
architecture (cf. Figure 9.6). The network can stop computing if a decision
can be made in some earlier parts of the network based on a confidence score.
Like nodes in the classical hierarchy, the authors define a branch as a non-
overlapping subset of the complete network, with one entry point and multiple
exit points. To train BranchyNet, the authors use a weighted formulation of
the loss function which sums over the loss functions of each exit n with a
weighting factor w,,. In this formulation, any arbitrary loss function that uses
a one-hot encoded output vector for the prediction and ground truth ¢ or y,
respectively. 6 describes the network’s parameter of the branch before the exit
point n. The choice of w,, influences the exit strategy of the network. Giving a
high value for earlier exits causes more discriminative feature learning in the
earlier branches. This leads to more early exiting but might compromise the
accuracy. Contrarily, the network’s accuracy increases with higher weights
for the later exits, but exiting in the earlier stages becomes rare. During
training, the network is trained as one unit without exiting early. However,
for the inference, the authors use the entropy of the output at each exit point
to determine if the calculation can be stopped. The computation is stopped if
it is lower than a threshold 7;,, reducing the inference time. Again, 7}, is a
hyperparameter that influences the trade-off between accuracy and inference
time but might also be set automatically based on experimental results. The
authors use three basic CNN architectures (LeNet, AlexNet, and ResNet) with
added exit points to test the approach. They sweep through various values
for T, which allows for a trade-off analysis of accuracy vs. runtime. For all
three basic architectures, the BranchyNet approach leads to an optimal vector
T that achieves a 2x-6x average runtime decrease while maintaining similar
or superior accuracy compared to the non-branched networks. In addition
to these results, the authors also observe a decrease in cache misses with
more aggressive values for 7'. This leads to the conclusion that with a smart
branch design, this behavior could be exploited to use the cache of a system
effectively.
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Figure 9.6 General structure of an Early-Exit CNN. After some CNN layers, exits can stop
the computation based on a confidence metric
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A similar approach is taken in [89]. The authors also introduce exit points
in the network, but instead of the entropy, they use a learnable decision
function 7, (o, (z)) as an exit strategy. Depending on the output of the pre-
vious CNN-layer o,,, the decision function can decide to exit the execution.
In addition, similar to mixed hierarchies with different model architectures,
the authors propose a selection algorithm to fill branches in the early exit
network with different architectures. They argue that easier classes might
be classifiable with a simple AlexNet while others might need something
more advanced like ResNet. With this approach, the authors achieve a speed-
up of 1.5x to 7.53x, depending on the acceptable accuracy degradation. For
example, the adaptive strategy can have a speed-up of around 2x compared to
ResNet50 while staying in the range of 1% in terms of accuracy loss.

An additional implementation of an early exit strategy can be found in
[90] called MSDNet. In their approach, branches are interconnected with
a small classification network. The authors identify two problems with
intermediate exits in standard architecture. Without any modifications, the
early layers lack coarse-level features, which leads to worse classification
results for earlier exists. Therefore, they introduce additional coarse features
by adding parallel convolutional layers that calculate features on coarser
scales. These features are concatenated with the ones from finer scales for
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intermediate classification. This addition leads to a substantial increase in
accuracy for the exists.

The second problem is the interference of earlier classifiers with later
ones. The authors noticed that adding intermediate classifiers for early exiting
harms the accuracy at the final exit. Therefore, like a densely connected
network, they add connections between earlier and later convolutional layers.
In this way, the network should be able to forward information from earlier
stages, which would otherwise be lost. After this change, the final exit
becomes independent from the intermediate exits.

To optimize Early-Exit-NNs for on-device execution, [91] introduces an
on-device transfer learning approach to fine-tune the intermediate exits in
the field. The authors first train a generic MSDNet with equidistantly placed
intermediate exits. On-device, they personalize the global pre-trained model
by training only the intermediate exits. Due to the structure of MSDNet with
bypass connection spanning the whole network, re-training the intermediate
exits does not affect the final exit’s performance. Therefore, they can use the
classification result of the final prediction to teach the intermediate exists even
if no labeled data is available in the field. They continue the personalization
by tuning the threshold to decide if the calculation can be stopped at an
intermediate exit. Like Multi-Objective Optimization, the authors use a small
user-input data set to obtain a Pareto front to fine-tune the threshold. With this
approach, the authors could measure a significant improvement in inference
time and accuracy.

In addition, further field testing is done in [92] with a modified version
of BranchyNet. Instead of solely relying on the entropy to decide on the next
branch, the authors include energy-aware criteria based on the battery level.
Only a shallow branch is computed if the remaining capacity is lower than
a threshold. Otherwise, the decision is based on the entropy, as described in
the BranchyNet paper. The authors also conduct thorough energy profiling
and hardware-aware optimization steps that are out of the scope of this work.
Nonetheless, it shows the importance of optimising the target platform, as the
authors can deploy their approach to a processor with just 24kB SRAM and
128kB flash memory. In addition, they are also able to predict the battery size
needed for their system.

9.7 Discussion

The highlighted literature shows that compared to flat classifiers, cascaded
systems can decrease the latency by a substantial amount, which often
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translates into a decrease in energy consumption. The type of hierarchy can
vary from simple cascaded structures to DAG or tree structures with multiple
branches. The key here is always the uneven distribution of data in real-world
systems, where some labels are either more frequent or easier to predict than
others. This leads to a system that can abort computation early if certain crite-
ria are met, which can be boiled down to the NMLNP property of hierarchical
models. When interpreting nodes in a hierarchical model as sub-sets of a
Neural Network, the NMLNP property can also be seen in early-exit-NNs,
which also have the property to abort computation with intermediate exits.
These architectures rely on course features computed by early CNN layers,
which, for some labels, are enough to come to a correct prediction. Based on a
confidence score, the system can stop computing at intermediate exits, which
boils down to a hyperparameter optimization problem on thresholds. Depend-
ing on the thresholds, the network can trade between accuracy (regular usage
of later exits) and energy efficiency (frequent usage of earlier exits).
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